
SITL
S y s t e m - I n - T h e - L o o p



The OPNET System-in-the-Loop (SITL) module provides an interface for connecting live network hardware or soft-
ware applications to an OPNET discrete event simulation. It extends the scope of OPNET functionality by enabling
technology testing and training. With the SITL module, your test bed will seamlessly merge both real and simulat-
ed worlds.

SITL facilitates the testing and training process by incorporating the effects of a simulated network environ-
ment. The prototype hardware or software application can interact with numerous virtual devices within the
OPNET model, potentially avoiding the need for an expensive test lab. 

• Perform developmental, interoperability, scalability, and conformance testing of prototype hardware and soft-
ware applications.

• Create a virtual training facility for devices or applications interfacing directly with simulated network 
infrastructure containing numerous simulated devices.

• Study the behavior of prototype applications by deploying them on a simulated network topology.
• Analyze the performance of a new protocol deployed in a simulated network environment by injecting real network

traffic.

How it works
PLUG
The "live" system is connected to a computer
hosting an OPNET simulation via Ethernet or
Wireless LAN.

CONFIGURE
The computer running the OPNET simulation
can be connected simultaneously to multiple
live devices through different network inter-
faces. The simulation contains one "Gateway"
node for each live device, which transforms real
packets into simulated packets and back, as
they traverse between the real and simulated
domains.

RUN
When the simulation is started, packets flow in
real-time between the live device and the simula-
tion. Packets are captured, filtered, and converted
into simulated packets in the OPNET simulation.
The simulation must operate in real-time in order
to guarantee the synchronization of the packet
conversion and the inward flow of traffic. 

In some cases, conversion models are required
to decode conversation between live and simulated devices or vice versa.
OPNET models are available to support packet conversion and simulation for
IPv4, IPv6, ICMP, ICMPv6, OSPF, RIPv1, RIPv2, TCP, UDP, and FTP. Additionally,
the OPNET modeling environment enables the development of custom protocol
conversion models.
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SITL Simulation Approaches
Live-Sim-Live
Software Application Testing and Training

The primary use case for the Live-Sim-Live scenario is testing and training for software applications. In this scenario, a live prototype application inter-
faces with an OPNET simulation to create a virtual lab. This scenario allows developers to fine tune any IP-based application utilizing developmental and
interoperability test exercises over a simulated network. Developers can also gauge
the performance of an application as it is perceived by a user, with network effects
such as latency, errors, etc. Using simulated network entities for software applica-
tion testing and training provides multiple benefits:

• Testing applications on network models derived directly from operational net-
work device configurations

• Simulating the holistic effects of an actual test network rather than only fine
tuning packet latency and discard ratios

• Assessing the interaction between users and applications with realistic net-
work delays and errors

• Training users on live applications that are subject to realistic network effects

Sim-Live-Sim
Network Hardware Testing and Training

Sim-Live-Sim operations facilitate hardware testing and training. Hardware
developmental, interoperability, and scalability testing, which is normally con-
ducted by fabricating expensive prototypes, can be accomplished by populating
the live network with a few prototype devices, such as radios, and then expand-
ing the test bed to incorporate larger scenarios using two virtual networks.
Using simulated network entities for hardware testing and training provides mul-
tiple benefits:

• Testing prototype devices with simulated control and data traffic

• Enabling test bed scalability well beyond the number of prototype systems avail-
able for test

• Allowing interoperability testing without removing legacy systems from operation

• Training users on new production devices that are subject to realistic network
behavior 

Sample Scenario
SITL is extensible for larger, more demanding simulations that challenge the
real-time simulation speed requirement. The “Daisy Chaining” feature allows
various scenarios to be connected together so that the complexity of each sim-
ulation instance is reduced and real-time operation is possible. In the following
scenario, the live client and server interchange live application messages
through two OPNET simulations and a bank of live radios. The following sample
configuration can be used for:

• Testing a live software application as it is transmitted over a set of live radios

• Training on a software application during a live transmission over live radios

• Testing live radio prototypes by driving real application traffic through them

• Training on a live radio as it interacts with other prototypes and routes live 
application traffic through it
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OPNET Technologies, Inc. is the world's leading provider

of network modeling and simulation software. OPNET

solutions have been operationally proven in thousands of

customer environments worldwide, including government

and defense agencies, corporate enterprises, network

service providers, and network R&D organizations.

OPNET's simulation products have been the de facto

standard for network modeling and simulation in the

defense community since OPNET Modeler’s introduction

in 1987. OPNET is proud to serve as the prime contractor

to the US Department of Defense for NETWARS (Network

Warfare Simulation). OPNET also offers best-in-class 

solutions for application performance troubleshooting;

application deployment planning; systems capacity 

planning; network capacity and resiliency planning; and 

network configuration auditing. For more information

about OPNET and its products, visit www.opnet.com.

3Com Corporation 
Agency for Defense Development (ADD) Korea

Alcatel 
Alion Science and Technology

Argonne National Lab 
ATF

BAE Systems
Bechtel Telecommunications 

Booz Allen Hamilton
Bundeswehr (Germany)

CableLabs 
CACI Federal Systems 

Cedar Point Communications 
Cisco Systems 

Concurrent Technologies Corp. 
DARPA

DCSA UK
DISA

Draper Laboratory 
DSTO Australia

Dynamics Technology
DynCorp 

EADS
Eagan, McAllister Associates 

Eagle Alliance
Ericsson 

Eurocopter 
Fujitsu

Georgia Tech Research Institute
Harris Communications 

Hewlett-Packard 
Highland Systems

Honeywell 
Hughes Network Systems 

Innovative Wireless Technologies 
Intel Corporation 

IP Unwired
ITT Industries

Japan Defense Agency
Jet Propulsion Lab 

JHU Applied Physics Lab
Logica UK Limited 

Lucent Technologies
Matsushita

MIT Lincoln Laboratory 
MITRE 
Mitretek Systems
Mitsubishi Electric
NASA 
NEC
Nokia
Nortel
Northrop Grumman 
Oak Ridge National Lab 
Pace Micro Technology plc - UK
Panasonic 
Philips 
Raytheon 
SAIC 
Samsung 
Sandia National Labs 
Scientific Research Corporation
SeiCorp 
Sharp Labs 
Siemens 
Sony
Sparta Systems 
SRI International 
StarGen 
Storage Continuity LLC 
Sun Microsystems 
Syracuse Research Corporation 
Systems Planning & Analysis 
Tellabs
Texas Instruments
Textron Systems
Thales Communications
Thomson
Toshiba
U.S. Air Force 
U.S. Army 
U.S. Coast Guard
U.S. Combatant Commands 
U.S. Department of Homeland Security 
U.S. DoD / Service / Agency Commands
U.S. Joint Chiefs of Staff 
U.S. Marine Corps 
U.S. Military Academy
U.S. Navy 
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