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The IEEE 802 has recently formed a new working group, 802.15, for developing Physical and Medium Access Control layer specifications for Wireless Personal Area Networks (WPANs) that allow proximal devices to share information and resources. One technology from the Bluetooth Special Interest Group is a candidate for adoption by 802.15. Bluetooth employs the 2.4 GHz ISM band, sharing it with Wireless LAN (WLAN) products implementing the IEEE 802.11 standard. It is anticipated that some interference will result from WLAN and WPAN devices sharing the same air space.  

10-point space
The conditions, such as network topology, device parameters, and protocol implemented, that may render WPAN and WLAN devices non-operable are currently under study by the IEEE 802.15.2 Task Group on coexistence. This presentation focuses on the effort undertaken by NIST to model MAC protocols of WPAN and WLAN devices using OPNET and evaluate the system performance of these devices in an interference environment.
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Introduction

Today most radio technologies considered by WPANs (Bluetooth Special Interest Group [1], HomeRF [2], and IEEE 802.15) employ the 2.4 GHz ISM frequency band. In addition both WPAN and Wireless Local Area Networks (WLAN) devices implementing the IEEE 802.11 standard specifications [3]  will be sharing the same frequency band. It is anticipated that some interference will result from all these technologies operating in the same environment. WLAN devices operating in proximity to WPAN devices may significantly impact the performance of WPAN and vice versa. In November 1999, the IEEE 802.15.2 Coexistence Task Group was formed in order to evaluate the performance of Bluetooth devices interfering with WLAN devices and develop a model for coexistence which will consist of a set of recommended practices and possibly modifications to the Bluetooth and the IEEE 802.11 standard specifications [3] that allow the proper operation of these protocols in a cooperating way.
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The approach consists of using modeling and simulation of both the Medium Access Control  (MAC) and physical (PHY) layers, analysis and data collected from field experiments. NIST is collaborating with the IEEE 802.15 Task Group on Coexistence where so far we have worked toward developing definitions for coexistence, a methodology for conducting a performance evaluation and a set of performance metrics.
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The main goal of this paper is to describe our approach for modeling interference using OPNET. Based on a probability of packet collision at the Bluetooth receiver, we develop a packet based error model that can be used as a first approximation to capture interference.  As more data becomes available, especially from PHY layer modeling and experimental measurements, this model can be refined and improved.
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This paper is organized as follows. In section II we give some general insights on the Bluetooth protocol operation and in section III we describe our OPNET implementation of the Bluetooth protocol. In section IV, we describe our bit error model.  In section V, we evaluate the impact of interference and present simulation results.  Concluding remarks are offered in section VI.
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Bluetooth-Protocol Overview

In this section we give a brief overview of the Bluetooth technology [1] and discuss the main functionality of its protocol specifications that consist of several modules, namely, the Radio Frequency (RF), Baseband (BB) and Link Manager (LM). Bluetooth is a short range (0-10m) wireless link technology. Bluetooth operates in the 2.4 GHz ISM frequency band. The antenna power is set to 1 mW or 0 dBi gain. The signal is modulated using binary Gaussian Frequency Shift Keying (GFSK). The raw data rate is defined at 1 Mbits/s. A Time Division Multiplexing (TDM) technique divides the channel into 625 (s slots. Transmission occurs in packets that occupy an odd number of slots (up to 5). Each packet is transmitted on a different hop frequency with a maximum frequency hopping rate of 1600 hops/s. Bluetooth provides either a point-to-point or a point-to-multipoint connection among various devices. Two or more units communicating on the same channel form a piconet, where one unit operates as a master and the others (a maximum of seven active at the same time) act as slaves. A channel is defined as a unique pseudo-random frequency hopping sequence derived from the master device's 48-bit address and its Bluetooth clock value. Slaves in the piconet synchronize their timing and frequency hopping to the master upon connection establishment. In connection mode, the master controls the access to the channel using a polling scheme where master and slave transmissions alternate. A slave packet always follows a master packet transmission.  Bluetooth defines two types of connections that can be established between a master and a slave: the Synchronous Connection-Oriented (SCO), and the Asynchronous Connection-Less (ACL) link.
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The SCO link is a symmetric point-to-point connection between a master and a slave where the master sends an SCO packet in one TX slot at regular time intervals. The slave responds with an SCO packet in the next TX opportunity. Several packet formats are defined for ACL, namely DM1, DM2, and DM3 packets, which occupy 1, 3, and 5 time slots respectively. An Automatic Repeat Request (ARQ) procedure is applied to ACL packets where packets are retransmitted in case of loss until a positive acknowledgement (ACK) is received at the source. The ACK is piggy-backed in the header of the returned packet where an ARQN bit is set to either 1 or 0 depending on whether the previous packet was successfully received or not. In addition a sequence number (SEQN) bit is used in the packet header in order to provide a sequential ordering of data packets in a stream and filter out retransmissions at the destination. 
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An OPNET Bluetooth Model
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We used OPNET to develop a simulation model for the Bluetooth protocol. We partially implement the Baseband and L2CAP layer according to the specifications [1] and use the configuration and system parameters shown in Table 1. The connection type is either SCO for voice or ACL for data traffic.
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As shown in Figure 1, at the node model, the medium access control and Baseband layers are integrated in one central process based on a Queue model. The ACL and SCO traffic generators are plugged in to input stream [0] and [2] respectively.
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	Bluetooth Parameters
	Values

	Propagation Delay 
	5(s

	Length of Simulation Run
	1000 seconds

	Length of run prior to gathering statistics
	10% of simulated time

	Data Rate
	1 Mbits/s

	ACL Baseband Packet Encapsulation 
	DM3

	Number of Devices
	2 (1 Master and 1 Slave)

	Processing Delay 
	0 ms

	Probability of Frequency Overlap
	

	FH @ 1 Mbits/s
	1/79

	DS @ 1 Mbits/s
	22/79


Table 1: Simulation Parameters
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Figure 1: Bluetooth OPNET Node Model
The ACL process can be replaced by different traffic types (poisson source or TCP/IP stack) but needs to include an RFCOM and PPP layer in order to match the requirements of the LAN Access Profile for Bluetooth devices. The SCO process delivers a stream of raw data or voice data packets at a bit rate of 64 Kbits/s.
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Both Bluetooth master and slave devices have the same state machine (Figure 2) and need to respond to the same triggering events. In addition the master device is responsible for scheduling SCO and ACL connections packets and management of the connections with a number of slaves (up to 7). Therefore, the definition of the events and the processing of packets is slightly different depending on whether it is a slave or master process. 
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Figure 2: Bluetooth Master Process 
Init state: In this state, the state variables used in the entire process are initialized.   
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Idle state: The machine enters

an Idle state and waits for an incoming event. The event can be either an incoming packet from the higher layer, an incoming packet from the lower layer (i.e., the radio channel), or the expiration of the clock timer.
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Buffer state: When a packet arrives from any of the upper processes, the PACKET_FROM_HIGHER_LAYER event is triggered, and the state machine is in the Buffer state. The information available in the packet, determines the type of packet processing and encapsulation required. ACL connections require L2CAP encapsulation, while SCO connections only require baseband encapsulation. 

The packet is then enqueued in either the SCO or ACL queues and awaits a transmission opportunity. Since SCO packets need to be transmitted at fixed intervals, SCO packets have priority over ACL packets.
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Clock state: A virtual clock is implemented based on self-interrupts. A timer expires every 625 (s and triggers the MASTER_CLK_TIMER_EXPIRED (or SLAVE_CLK_TIMER_EXPIRED) event in order to start a new time slot. At this point, either a TX or RX mode is set, and a radio frequency is selected.
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TX state: When a clock tick event occurs and the device is allowed to transmit data, the READY_TO_TRANSMIT event is triggered and a new transmission starts.  A transmission can take several clock cycles depending on the packet type sent. A slave can only transmit after if receives a permission to send from the master.
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RX state: In this state, the device is set to receive data coming from the lower layer. This state determines whether the packet belongs to the device or not and applies the ARQ and SEQN scheme if needed. The packet received is then dispatched to the higher layer entities. It is either sent to L2CAP for reassembly if it is an ACL packet or directly to the higher layer stream if it is an SCO packet. 
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Bit-Error Model

The interference between Bluetooth and WLAN devices is modeled according to the probability of packet collision if both Bluetooth and WLAN devices use the same frequency. We use a two state Markov model to derive a Bit Error Rate (BER) applied to packets at the Bluetooth receiver. This BER model replaces the generic BER module included in the radio pipeline stage. Our model consists of two states, the collision and the no-collision states as illustrated by Figure 3. 
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Figure 3: BER Model

In the collision state, Bluetooth and WLAN packets are being transmitted on the same frequency that causes a collision or change in the power level measured at the Bluetooth receiver. These in turn leads to the occurrence of bit or symbol errors in the packet since the receiver is unable to correctly determine the value of each symbol. 
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The BER model implementation consists of two steps executed on a packet by packet basis. First, we determine whether the packet is in the collision or the no collision state by compute the probability of frequency overlap. The probability of frequency overlap is different for different WLAN devices. WLAN devices implementing Direct Sequence (DS) occupy 22 contiguous channels out of the 79 available in the ISM band. Therefore the probability of frequency overlap for DS systems, Pe, is set to 22/79. On the other hand, WLAN devices based on Frequency Hopping (FH) use one channel yielding a probability of frequency overlap of 1/79. The probability of no-collision is set to 1-Pe.  

The second step consists of applying in the collision state a probability of symbol error, P(SER), on each symbol of the packet. Since each symbol is encoded with a bit this also gives the number of bit errors. This procedure allows us to not only know how many errors are in each packet, but where they are located.
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Simulation Results

All simulations are run for 1000 seconds of simulated time and the first 10 % of the data is discarded. The performance measurements are logged at the slave device. The metric we use includes access delay, packet loss, and throughput. The access delay is the time it takes a packet to reach its destination from the time that the packet is generated at the source. This delay includes retransmission delay due to packet loss. The packet loss is the number of packets discarded due to errors divided by the total number of packets transmitted. 
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Figure 4: PING Application

We present the results from one simulation experiment that shows the impact of interference on Bluetooth devices. For the interferer signal, we use 802.11 devices implementing FH and DS at 1 Mbits/s.  We focus on a LAN access application. This is typically a connection between a PC and an Access Point or between two PCs and allows for exchanging TCP/IP or UDP traffic.

Figure 5: Packet Encapsulation 
Figure 4 depicts the protocol stack for the LAN access application. Both master slave devices generate ECHO and ECHO_REPLY packets of size 64 bytes and 72 bytes 

respectively. The offered load is set to 100 % of the channel capacity. Packets are encapsulated with DM3 Baseband packets and various overheads are added at different layers as shown in Figure 5. A 2/3 FEC rate is used to correct payload errors. Errors in the header or access code are corrected by a 1/3 FEC and a hamming code respectively. Uncorrected errors cause a dropped packet. 
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Figure 6: Ping Traffic- Packet Loss

Figure 6 shows the packet loss incurred by 

data traffic. The packet loss reaches 27 % for DS interference, while it is 1.26 % for FH interference systems.

For Symbol Error Rate (SER) greater than   5 % we observe almost the same packet loss.  For values of SER below 5 % FEC applied on the both the packet header and the payload is able to correct errors. Figure 7 shows the impact of packet loss on access delays. Since the packet loss for FH interference is rather low, we note no major change in the delays. However losses incurred for DS interference lead to increasing the delay by a factor of 2 (from 0.0018 to 0.0036 seconds) due to packet loss and retransmission. Figure 7 shows the impact of packet loss on throughput. For DS interference, the throughput drops by about 50 % from 17200 Kbits/s to 9800 Kbits/s. We note an insignificant change for FH interference.
Figure 7: Ping Traffic: Throughput
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Conclusion

In this paper we presented some initial results on the performance of Bluetooth in the presence of WLAN interference. We use a probability of packet collision based on frequency overlap at the Bluetooth receiver. The packet error model used in this analysis is based on a number of simplifying assumptions and does not consider multipath and fading effects in the wireless channel. In addition, this model can be refined in order to account for a number of parameters such as traffic type, packet size, frequency hopping speed and specific receiver implementation details.
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